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ABSTRACT

We introduce a framework for improving information qual-
ity in complex distributed systems that integrates: 1) Ana-
lytic models that describe baseline values for attributes and
combinations of attributes and components that detect sta-
tistically significant changes from baselines. These models
determine whether a significant change has occurred, and
if so, when. 2) Casual models that help determine why a
statistically significant change has occurred and what its
impact is. These models focus on the reasons for a change.
3) Formal business and technical reference models so that
data and information quality problems are less likely to oc-
cur in the future. In this note, we focus on the first two
types of models and describe how this framework applies to
data quality problems associated with electronic payments
transactions and highway traffic patterns.

1. INTRODUCTION

In this note, we introduce a framework for monitoring,
exploring and ameliorating the information quality of event
based data. We are interested in data and information qual-
ity problems for complex, distributed real time systems.
Here are two motivating examples that are described in more
detail below.

The first example is the processing of electronic payments.
A payments card transaction is an example of an event and
involves several parties, namely the cardholder, the mer-
chant, the merchant’s bank, the cardholder’s bank and the
payment processor. Each of these independent parties is
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involved in the decision of whether to accept the transac-
tion, decline the transaction, or request further information
about the transaction. Poor data and information quality
can increase the rate of improper declines and improper ap-
provals.

The second example is the real time analysis of traffic pat-
terns over a metropolitan region in order to quickly identify
accidents and other anomalous behavior. In this example,
we assume that traffic sensors produce real time informa-
tion about the speed and volume of traffic. The resulting
sensor readings are examples of events which are aggregated
to produce features summarizing the traffic at a particular
time and location. Traffic patterns can be quite complex
and vary with the time, location, weather, local events, etc.
Obtaining accurate data can be very challenging.

There are several challenges common to both of these ex-
amples:

1. The data sizes are large and the data is heterogeneous.

2. The data is produced and processed by several differ-
ent parties and this sometimes introduces data and
information quality issues.

3. The data and system is sufficiently complex that es-
tablishing baseline data quality and information levels
can be quite challenging.

In this note, we describe a framework for monitoring, ex-
ploring and ameliorating the data and information quality
for systems with these types of challenges. The framework
has four components:

Building Baselines. The first component of the frame-
work is an analysis engine that:

1. analyzes event based data
2. divides the event based data into appropriate segments

3. computes features or states from these events for each
segment

4. and from these features estimates appropriate base-
lines for each segment.

The idea is that although the system has a whole may be
quite complex by dividing the data into enough cells (by



restricting to appropriate ranges of values along each di-
mension), the data becomes homogeneous enough to ana-
lyze, addressing the first challenge. In this context, we call
each such cell a segment (as in segmented modeling). In our
experience, analyzing appropriate features associated with
various entities of interest instead of directly analyzing the
events themselves helps address the second challenge.

Monitoring. The second component of the framework is a
monitor that:

1. monitors streams of event based data
2. computes summary or state information,

3. uses this information as input to statistical measures
and models

4. compares the outputs of the measures and models to
previously computed baselines, and

5. issues alerts in case of statistically significant devia-
tions.

The goal of monitoring is to determine whether a statisti-
cally significant change has occurred. In other words, rather
than starting with a certain expectation of data or informa-
tion quality, the approach is to detect as quickly as possible
changes in data or information quality, addressing the third
challenge.

Root Cause Analysis. The third component of the frame-
work is a process for exploring the monitored data to un-
derstand casual relationships between data and defined out-
come variables. A variety of techniques can be used to un-
derstand causality, including contingency tables [1], discrim-
inant analysis, regression, and classification and regression
trees [13]. The challenge is to understand whether different
variables are causally related or simply correlated.

Here is a simple example from the analysis of payments
card transactions: The decline rate of transactions is an out-
come variable that has obvious business significance. Some
declines are due to insufficient funds or fraudulent usage,
while others are due to data quality problems. Errors in
how a merchant processor sets up an e-commerce system
can lead to hidden data quality problems and higher than
usual declines. The role of the root cause analysis process
is to understand some of the casual reasons for statistically
significant changes in baselines. In other words, the goal
of root cause analysis is to determine why something has
happened.

Amelioration. Once one one or more root causes are iden-
tified, the goal of the fourth component of the framework is
to take actions to ameliorate the problems. In the example,
above this may involve educating the merchant processor so
that the identified data quality problems do not occur in the
future.

In our experience, data quality problems for complex dis-
tributed systems are often the result of documentation that
is hard to understand or difficult to interpret. We have been
exploring the use of model driven architecture [7] to provide
formal business and technical reference models and methods
that can directly address this difficulty.

In this paper, we describe this framework and provide
some high level experiences of some of the implementations
we have done.

Although monitoring, causal analysis and amelioration
are components for several different data and information
quality methodologies [6], [14], [15], as best as we can tell
from reading the literature, our paper makes the following
contributions:

1. Most data and information quality methodologies [14],
[17], [15] do not distinguish carefully between transac-
tion or event data and summary or profile data that
is aggregated from it. This is an important distinction
for our targeted applications. As a simple example, the
data and information quality issues are quite different
for payments card transactions and summary informa-
tion at the merchant, account, issuer, or acquirer level.

2. A common approach to data and information quality
is to measure the quality of data along several dimen-
sions. For example, accuracy, completeness, validity,
timeliness, etc. (see, for example, [20]). In contrast,
our focus is not on the dimensions themselves but on
effective procedures for creating small cells or segments
of data (defined by dimensional ranges) that have both
business and statistical significance and building ef-
fective baselines for each cell. For example, we view
data for a transaction process as being naturally di-
vided into cells by logical entity (issuer, acquirer, type
of payments card or payment product) and temporal
entity (weekday, holiday, weekend, etc.)

3. Our methodology is closely tied to standards, in par-
ticular, the Predictive Model and Markup Language
or PMML, that dominant standard for statistical and
data mining models. This has several important im-
plications. In particular, this allows us to instantiate a
data quality in a standards based fashion as an XML
file.

2. RELATED WORK

There is now quite a bit of research in the field of data
and information quality, and several books [18] and [3]. In
this section, we briefly discuss some of the research that is
most directly relevant.

Our approach to data and information quality is statis-
tical. This tradition goes back at least to Deming [4]. In
particular, our focus is on establishing baselines and measur-
ing statistically significant deviations from baselines. This
is a standard approach in change detection [2]. In contrast,
many approaches for data and information quality are busi-
ness systems or engineering based (see for example, [14] or
[18]).

Once deviations from baselines are detected, a statistical
analysis is undertaken to try to determine the underlying
reasons. Today, there are a wide variety of approaches for
trying to determine causality, including root cause analysis
[19], contingency tables [1], discriminant analysis, regres-
sion, and classification and regression trees [13].

A common approach to data and information quality is to
measure the quality of data along several dimensions. For
example, DOD Guidelines recommend using accuracy, com-
pleteness, consistency, timeliness, uniqueness and validity.
As another example, Strong et. al. [20] introduce 16 dimen-
sions organized into four categories (intrinsic information
quality, contextual information quality, representational in-
formational quality, and accessibility information quality).



In this note, we use some, but not all, of these standard di-
mensions. In particular, most of the work described below
are based on metrics measuring completeness, consistency,
and validity.

In this note we distinguish formally between input events
and persistent states. Although this is standard in dynami-
cal systems, automata theory, and control theory, but does
not appear to be a standard approach in statistics or data
mining [11].

Most data and information quality methodologies [14],
[17], [15], [6] include components for defining, measuring,
analyzing, and improving data and information quality is-
sues, as our does. On the other hand, the approach sketched
below differs in two significant ways from [14], [17], [15], [6]
and related work:

1. Our approach is closely tied to standards based archi-
tectures. As many approaches do today, we employ a
data warehouse. In addition, we employ a monitor for
monitoring streaming data, a component for building
baselines, and a scoring engine [12] for measuring the
deviation of the streaming data from the baseline.

2. Second, our approach is closely tied to standards for
data mining and statistical models [10] and [5], such as
the XML-based Predictive Model Markup Language.

3. EXAMPLES

We have applied the framework described here to several
examples, including those involving payments card transac-
tions, highway traffic data, and multi-modal sensor data. In
this section, we provide a bit of background for two of these
examples in order to make this note more self contained.

Here is a simplified description of some of the steps in-
volved in a payments card transaction.

1. A cardholder (the card has an account number) pur-
chases an item at a merchant.

2. The merchant has a relationship with a bank called
the acquiring bank, which agrees to process the pay-
ments card transactions for the merchant. The ac-
quiring bank provides the merchant with a terminal
or other system to accept the transaction and to pro-
cess it.

3. The acquiring bank has a relation with financial pay-
ment system, such as those operated by Visa, Master-
Card, Discover, etc. The transaction is processed by
the acquiring bank and passed to the payment system.

4. The payment system the transaction and passes the
transaction to the bank that issued the payments card
to the card holder (the issuing bank). In other words,
one of the essential roles of the payment system is to
act as an intermediary between the acquirer and the
issuer.

5. The issuing bank processes the transactions and de-
termines if there are sufficient funds for the purchase,
if the card is valid, etc. If so, the transaction is au-
thorized; the transaction can also be declined, or a
message returned asking for additional information.
In each of these cases, the path is reversed and the
transaction is passed from the issuing bank back to

the payment system, from the payment system back
to the merchant bank, and from the merchant bank,
back to the merchant.

One of the challenges of a problem like this is to monitor
in real time data and information quality problems for the
various different parties when the data is processed trans-
action by transaction. Our approach is to use event based
processing model and to create different summary or feature
vector for each entity of interest. In this case, this includes
the cardholder, the merchant, the acquirer, the issuer, and
the payment system.

As another example, consider the problem of understand-
ing highway traffic congestion. The Gateway System em-
ploys over 800 sensors to collect volume, speed, and occu-
pancy data in a three state, fifteen county Gary-Chicago-
Milwaukee (GCM) corridor [16]. The Pantheon Gateway
Testbed augments this data with data about weather, spe-
cial events that may effect highway conditions, and related
information.

Here is a question that can be posed using this data: On
a Monday, around 7 am, that is not a holiday, and when it
is beginning to rain lightly, what is the average speed and
volume for traffic on Interstate - 290 near the Austin exit?
What will the average speed and volume be around 8 am if
the rain continues?

This is an important motivating question and suggests
our approach. Rather than try to understand data and in-
formation quality problems for the system as a whole, our
approach is divide the data into relatively homogeneous seg-
ments or cells (such as traffic on Mondays around 7 am with
light rain) and to establish appropriate baselines for each
such segment. With this knowledge, understanding data
and information quality problems becomes much easier.

4. OVERVIEW

Broadly speaking, our technical approach is as follows:

1. We assume that data consists of events, such as trans-
actions or sensor readings. Events are first divided into
segments or cells that are relatively homogeneous. An
event can be associated with multiple segments. Of
course, there are many different ways of doing this and
a discussion of these is outside the scope of this paper.

2. For each segment, events are processed to update state
or feature vectors containing persistent features asso-
ciated with the events. This is described in more detail
in the section below.

3. For each segment, appropriate baselines are established
for collections of state or feature vectors. Baselines
may be temporal, geospatial, logical, or some combi-
nation. Determining good break points for dimensions
appears to be a difficult problem and is outside the
scope of this paper.

4. Deviations from baselines are detected using simple
threshold models or more complex change detection
models [2]. Deviations are used to determine as quickly
as possible whether something has changed.

5. Separately, casual analysis is used to determine whether
conditions or combinations of conditions are likely to



effect outcome or impact variables. To begin n by m
contingency tables are used as a starting point for this
analysis [1]. This is supplemented as required by dis-
criminant analysis, linear regression, and nonlinear re-
gression techniques, such as classification and regres-
sion trees [13].

6. When important casual conditions are identified, for-
mal models [7] are used to begin to improve the condi-
tion. The use of formal models for this purpose is also
outside the scope of this paper.

5. EVENT BASED DATA PROCESSING

It is useful when developing baselines to distinguish be-
tween data and derived attributes following [5].

A data attribute is simply an attribute present in the data
itself, while a derived attribute is an attribute derived from
the data or aggregations of the data. For example, given a
payments card transaction the raw amount of the transac-
tion is in the data itself, while currency related attributes,
interchange fees, the amount of transactions for an account
holder during the past hour, the number of declined trans-
actions that are e-commerce-related, etc. are all examples
of derived attributes.

In this note, we follow an event based approach to analyze
information [11]. We assume that we are given:

e A stream of events oy, asz, ... in R™. Attributes in
the events are data attributes.

e A finite collection ¢ of feature vectors (also called state
vectors)

E={z1,22,...,2n GRN}.

e An update rule (denoted dot) specifying how an event
«a updates the collection of feature vectors

g =a-t
Attributes in the feature or state vectors consist of

derived attributes formed from the event data through
transformations and aggregations.

e A function of the state space
f:RY —R!

representing a statistical or data mining model pro-
ducing scores or other outputs.

We illustrate this using our running example of payments
card transactions. In this case, the events are payments card
transactions, while the state vector represents information
associated with a related entity, such as a payments card
or issuing bank. For example, if the state vector represents
a payments card transaction, the a component of the state
vector might be the number of transactions during the the
previous 60 minutes. If the state vector represents an issu-
ing bank, then a component of the state vector might be
the number of declined transactions during a day. In both
cases, the model might be a change detection model indicat-
ing that the observed feature is statistically different than a
previously computed baseline level.

For another example, assume that events consist of sen-
sor readings for a collection of sensors and that there is a

feature vector for each sensor that maintains the number of
readings, the average of the readings, the min sensor read-
ing, and the maximum sensor reading for each sixty minute
period, for each of the 168 = 7 x 24 sixty minute periods
during a seven day week. Here the update rule, updates
the features corresponding to the appropriate sixty minute
period.

6. BASELINE MODELS

In this section, we review a standard approach for de-
tecting deviations from baselines [2]. In the methodology
described here, this is applied to each segment or cell sepa-
rately. We assume that one have mean and variances repre-
senting normal behavior and behavior that is not normal.

More explicitly, assume we have two Gaussian distribu-
tions with mean p; and variance o2, i = 0, 1.

R —(z — pi)?
fz(l’) = /7271'}141' exp 20

The log odds ratio is then given by
fi(z)

g(z) = log .

) =18 5. w)

and can now define a CUSUM algorithm as follows [2]:
Zy = 0.

Zn = max{0, Zn—1+ g(zn)}.

Streaming data is compared to existing baseline data and
deviations are noted and flagged for investigations. Baseline
models like these are used to determine whether something
has changed, and, if so, when it changed.

Baseline models aggregate data along several dimensions
(in the running example of payments card transactions, base-
line models aggregate data by issuer, acquirer, region, tem-
poral period, type of transaction, etc.) At too high a level of
granularity, too much information is lost. At too fine a level
of granularity, it is too difficult to discern what is important.

For example, it is important to know that the overall au-
thorization rate is 93%, but this doesn’t easily lead to actions
that improve the authorization rate. On the other hand,
knowing that the authorization rate for transactions with
inconsistent point of sales data is 20% higher than the av-
erage provides some very important information. The chal-
lenge with baseline models is to choose the right of level
of granularity so that the baselines are meaningful and can
uncover opportunities for improvement. From this perspec-
tive, advanced baseline models can dive down into the data
to uncover homogeneous pockets of data and establish ap-
propriate baselines for each pocket.

The Predictive Model Markup Language or PMML is an
XML based language to describe statistical and data mining
models. As part of the work described here we have pro-
duced PMML models for baselines and to detect deviations
from baselines. Using the terminology of [5], an applica-
tion that produces baselines is a PMML producer and an
application that monitors baselines is a PMML consumer.

7. ROOT CAUSE ANALYSIS

Different applications structure the root cause analysis
differently. For example, when analyzing payment data the
current approach consists of two steps:



1. In the first step, the relation between different con-
ditions and different outcome or impact variables is
examined using to generate alerts, together with con-
fidence levels. The goal of this step is to provide an
initial identification of conditions that are correlated
with variables of business interest.

2. In the second step, an investigation is undertaken in-
volving subject matter experts to explore the relation-
ship and to determine whether the relation is casual,
and, if so, to estimate its business impact.

We now briefly describe each of these steps in the running
example of payments card transactions.

A simple way to analyze data is to use data and derived
attributes to define conditions and then to examine the rela-
tion between the conditions and certain outcomes using con-
tingency tables [1]. Recall that contingency tables capture
the relation of two categorical variables. See the Table be-
low for a simple example. In addition to contingency tables,
we currently beginning to explore multivariate techniques,
such as discriminant analysis or classification trees [13] to
generate alerts.

Alert conditions are defined by specifying values or ranges
of values for data or derived fields. Defining binary indicator
variables is a very simple way of defining conditions. Here
is a simple example. A transaction has a field indicating
that it is e-commerce related. For example, an indicator
attributed can be defined by defining a condition to be 1
if the transaction is e-commerce related in this sense and 0
otherwise. As another example, a payments card transaction
also has a field indicating the type of merchant. An indicator
variable can be defined if the type of merchant is a casino
and 0 otherwise. More complex types of conditions can also
be defined. For example, conditions with three, four or more
different values can also be defined. Conditions defined in
these ways are examples of statistical factors.

Outcome and impact attributes can be data attributes,
but are generally derived attributes. Examples include a
binary variable indicated whether a financial transaction
is approved or not. As another example, a binary indica-
tor variable indicating whether a transaction is cleared, or
whether or not a transaction is associated with a charge back
or not.

Outcome | Outcome
- State 1 | - State 2
Alert Condition | ni1 nio
Present
Alert Condition | na1 n9o
Not Present

Table 1: A 2x2 contingency table that is sometimes
a helpful step in the root cause analysis of alerts.

In addition to baseline models, our framework also uses
more complex statistical to help determine what conditions
and combination of conditions are likely to result in certain
outcomes, such as a decrease in authorizations. In conjunc-
tion with this, our framework also employs an investigative
process involving subject matter experts to help determine
why an outcome variable (such as the approval rate or charge
back rate) has changed and if so what the impact is? We
call these casual models.

8. STATUS

To date, we have undertaken several projects using this
methodology. Here we give a brief summary of the status of
two of these.

Payments card transactions. We have begun to analyze
data and information quality problems associated with de-
clines for a large financial transaction processor. The status
is as follows: some measures for incomplete, invalid, and in-
consistent fields have been developed. Using this measures,
we are currently developing baselines and identifying com-
binations of conditions capturing common data and infor-
mation quality problems. We are also examining casual re-
lations between these conditions and impact variables, such
as the rate of declines. Finally, preliminary business and
technical reference models for some of the more important
fields have been developed [7].

Highway traffic data. The Gateway System collects near
real time data from over 800 highway traffic sensors cover-
ing the three state, fifteen county Gary-Chicago-Milwaukee
(GCM) corridor. This data is archived by the Pantheon
Gateway Project [16] and overlaid with data about special
events, such as concerts or sports events, and data about
the weather. In addition, data about accidents is collected.
Using this data, we have established preliminary baselines
used a real time scoring engine employing PMML-based
change detection models to detect statistically significant
changes from these baselines. To date, CUSUM-based and
threshold based change detection models [2] have been de-
veloped and deployed. Currently, casual models using tree-
based classifiers are being developed to try determine semi-
automatically whether deviations from baselines are due to
chance, unusual weather, special events, or accidents.

Publicly available data and information about the first
projects is rather limited due to its confidential nature. On
the other hand, data for the third project is publicly avail-
able from the web site [16].

9. CONCLUSION

In this note, we have introduced a framework consisting
of four steps that can help identify and ameliorate data and
information quality problems for complex, distributed sys-
tems.

Our assumption is that the data is event based and hetero-
geneous. In a preliminary step, we divide the data into more
homogeneous cells or segments and aggregate the data into
feature or summary vectors attached to entities of interest.

1. The first component statistically analyzes each seg-
ment and produces a baseline.

2. The second component monitors the event stream in
real time and compares computed quantities of each
interest in each segment to historical baselines. Devi-
ations result in request for an investigation (an alert).
This component detects whether something has hap-
pened.

3. The third component is a root cause analysis which
seeks to identify the root cause of each alert. This
involves subject matter experts. This component de-
termines why something has happened and, if so, what
its impact is.



4. The fourth component employs formal models [7] to
reduce the likelihood that similar problems will happen
in the future.

This framework has been applied in several different do-
mains. In this paper, we discussed two of these: under-
standing data and information quality problems for pay-
ments card transactions and for highway traffic data.
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Figure 1: We have applied the framework described here to detect real time deviations from baselines from
multi-modal highway data collected from over 800 highway traffic sensors in the greater Chicago region.



